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Introduction

This document has been prepared to define the procedures that will be followed when Incidents occur, or are suspected to have occurred, within ClydeNET or its link with the SuperJANET backbone. The procedures are designed to ensure that Incidents are properly recorded and tracked to successful resolution. Throughout this document the term Regional Network Operator (RNO) is used, as this is the mechanism by which UKERNA subcontracts delivery of the ‘JANET’ service level agreement to ClydeNET Nominated Organisations. ClydeNET sites should note that the ClydeNET Operations desk provides the interface between sites and the RNO.

 An Incident is defined as follows:


‘Any occurrence that is or is suspected by the Regional Network Operator, a Nominated Organisation or UKERNA of causing degradation to the Services as defined in the JANET SLA’

By contrast a Fault is defined as:


‘An occurrence which makes a Nominated Connection inaccessible’ 

Faults will be treated with the utmost priority and Nominated Organisations or UKERNA may use the procedures defined here to report faults with the following provisos:

· Faults occurring within the ClydeNET metropolitan area network and its link(s) with the SuperJANET backbone will be detected by the network management and monitoring systems installed by the RNO to support the day to day operation of the Network and the requirements of the RPAN. NB To avoid investigating incidents that occur due to planned outages e.g., work involving power outages it is important that sites inform the RNO of any planned outages, stating the dates, times and nature of the work involved.

· ClydeNET support staff will initiate their fault handling procedures and

· Issue fault tracking reference number

· Inform Nominated Organisation and UKERNA of fault and Fault tracking number

· Provide regular updates on Fault progress

· Issue clearing ticket when Fault cleared

· Faults occurring during Normal Working Hours will be dealt with as soon as the fault is detected

· Faults occurring during Extended Hours will be thoroughly investigated and any appropriate remedial actions taken. However the nature of the Fault may dictate that it cant be cleared until the next period of Normal Working Hours e.g., Fault requires maintenance contractor intervention.

· Site Access – Under certain conditions it may be necessary for ClydeNET support staff or their Maintenance contractors to visit a site in-order to rectify a hardware or cabling problem. To ensure that such occurrences are dealt with in the most efficient manner sites are asked to communicate, in writing, the access procedures that must be followed by ClydeNET support staff and their Maintenance contractors. Sites are asked to bear in-mind that site access will generally be required under serious fault conditions where speed of response is required. If for whatever reason the access procedures cannot be met e.g. inability to contact site ‘nominated representatives’ for permission to attend, ClydeNET support staff or their maintenance sub-contractors will not be permitted to access a site until permission is granted. 

A fuller list of definitions relating to this note is presented in Appendix 1.

Procedures

Incidents or suspected Incidents may occur at the following times:

· During normal Working Hours

· During Extended Hours

· Outside Working and Extended Hours

The following sections define the procedures Nominated Organisations should follow when reporting Incidents occurring during specific periods.

Incident Handling during Normal Working Hours

Normal Working Hours are defined as the periods between 08:00 hrs to 17:00 hrs, Monday to Friday excluding

Public Holidays, Discretionary Holidays and Agreed Holidays;
Incident reports from sites ‘nominated representatives’ should be communicated to the RNO via the ClydeNET Operations desk, cod. Communication should be via; 

· Telephone: on 0141 330 4859 

· Facsimile:  on 0141 330 4808 or 

· E-mail:       cod@clyde.net.uk
‘nominated representatives’ are asked to provide as much detail about the Incident as possible; in particular the following information should be at hand.

· Nominated Organisation

· Nominated representative

· Contact details – telephone and e-mail address

· Description of incident

· Assessment of impact on Nominated Organisations connection

· Evidence gathered – see Appendix 3 

The Nominated Organisation will be responsible for identifying ‘nominated representatives’ to the ClydeNET Management Group and the RNO. It will be the Nominated Organisations responsibility to keep this information up-to-date by communicating any changes to ‘nominated representatives’ in a timely manner to the CMG and RNO.

The RNO will be responsible for managing all Incident reports and the actions arising from them including regular updates to the Nominated Organisation concerned, in particular the RNO shall provide the following:

· Incident tracking reference number – to be quoted in all subsequent correspondence

· An Initial diagnosis within one hour: 

· If the Incident is reported in accordance with these procedures

· The report is submitted during and at least one hour before the end of Normal working Hours. Otherwise within one hour of the start of the next period of Normal Working Hours

· Regular updates to the ‘nominated representative(s)’ for as long as the Incident is outstanding

· An Incident clearing ticket to the ‘nominated representative(s)’ when the RNO believes the Incident has been rectified, including a summary of the actions taken by the RNO

Incident Handling During Extended Hours

Extended hours are defined as the periods from:

· 17:00 hrs to 22:00 hrs on Normal Working Days; and
· 09:00 hrs to 18:00 hrs on all other days excluding Public Holidays, Discretionary Holidays and Agreed Holidays;
The ClydeNET Operations desk will be staffed during the following periods:

· Normal Working Hours; and 

· 17:00 hrs to 22:00 hrs on Normal Working Days. 

The Incident handling procedure for Incidents occurring between 17:00 hrs to 22:00 hrs on Normal Working Days will therefore be the same as ‘Incident Handling During Normal Working Hours’ with the following exceptions.

· Incidents may be reported by the JANET Central Support Desk and the NOSC (Network Operations Centre) on behalf of a Nominated Organisation

· The RNO will acknowledge, via e-mail, a call from the JANET Central Support Desk or NOSC within one hour for 95% of such calls and provide an Incident tracking reference number

· The RNO commits to providing an initial diagnosis to the Nominated Organisation within one hour of the start of the next period of Normal Working Hours.

For Incidents occurring between 09:00 hrs to 18:00 hrs on all other days excluding Public Holidays, Discretionary Holidays and Agreed Holidays the following procedures apply.

 Incident reports from ‘nominated representatives’ within each Nominated Organisation should be communicated to the ClydeNET Operations desk, cod. Communication should be via; 

· Telephone: on 0141 330 4859 (NB. Answer machine within this period)
· Facsimile:  on 0141 330 4808 or 

· E-mail:       cod@clyde.net.uk. 

ClydeNET support staff will be informed by pager, SMS message or e-mail receipt of the Incident and initiate their incident handling procedures. ClydeNET support staff will send an acknowledgement, and provide an Incident tracking reference number, via e-mail, to the authorised person(s) reporting an incident within one hour for 95% of such reports.

Alternatively, Incident reports from site ‘nominated representatives’ may be communicated to the JANET Central Support Desk. Communication should be via;

· Telephone: on 020 7692 111

· Facsimile:  on 020 7692 1234 or

· E-mail:       operations@ja.net 

The JANET Central Support Desk or NOSC will inform the ClydeNET Operations desk via telephone or e-mail of the incident. ClydeNET support staff will then be informed by pager, SMS message or e-mail receipt of the Incident and initiate their incident handling procedures. ClydeNET support staff will acknowledge, via e-mail, a call from the JANET Central Support Desk or NOSC within one hour for 95% of such calls and provide an Incident tracking reference number. 

The RNO will be able to carry out a number of diagnostic and remedial actions during Normal Working Hours and Extended Hours i.e.,

· Check the ClydeNET Telecommunications and Routing infrastructure for Core and Edge equipment or circuit problems

· Perform remote diagnostic operations including re-booting or power cycling remote equipment if appropriate

· Report suspected circuit or hardware failures to the appropriate maintenance contractor

Incident Handling Outside Working and Extended Hours

Incidents occurring out-with Normal Working Hours and Extended Hours may be reported to the ClydeNET Operations desk or the JANET central support desk as above. However there is no commitment to investigate such incidents, the incidents will be logged and the appropriate procedures initiated at the start of the next period of Normal Working Hours or Extended Hours whichever is sooner.

Appendix 1. Definitions

“Agreed Holidays”

The period 27 December to 31 December (inclusive);

“Central Support Desk”
UKERNA’s 24x7 centre which handles UKERNA Network fault/incident reporting 



and general enquiries;

“ClydeNET Operations
ClydeNET’s operations centre, which handles ClydeNET Network fault/incident 

Desk”
reporting and general enquiries; Provides the interface between Nominated Organisations and the RNO.

“Discretionary Holidays”
Up to four days each year that are designated as holidays by the RNO and notified





to Nominated Organisations and UKERNA each year; (actual dates);

“ClydeNET Support Staff”
Any person employed by the RNO and assigned to the provision of the ClydeNET Network Services;

“Employee”
Any person employed by the RNO and assigned to the provision of the ClydeNET Network Services;

“Extended Hours” 
The Hours;

· From 17:00 hrs to 22:00 hrs on Normal working Days; and

· From 09:00 hrs to 18:00 hrs on all other days excluding Public Holidays:

“JANET SLA”

The service level agreement covering the full UKERNA Network and negotiated a



annually between the JISC and UKERNA;

“JISC”


The Joint Information Systems Committee;

“Nominated Connection” 
The RNO supplied circuits and active equipment providing a Nominated Organisations Primary connection to ClydeNET;

“Nominated Organisation”
A ClydeNET site listed in Appendix 2;

“Normal Working day”
Any weekday excluding Public Holidays, Discretionary Holidays and Agreed Holidays;

“Normal Working hours”
From 08:00 hrs to 17:00 hrs on a Normal Working Day;

“Nominated Representative” A person designated by a “Nominated Organisation” as having authority to       

                                                 Interface with the “RNO”

“Public Holidays”

Normally the following days: 

· New Year’s Day
· Good Friday
· The first Monday in May
· The last Monday in May
· Christmas Day 
· Boxing Day
“RPAN”
The Regional Partner Academic Network provided by the Regional Network Operator which will connect all the Nominated Connections and will enable all of The Nominated Organisations to have access to the UKERNA Network;

“RNO”
The Regional Network Operator responsible for the operation and contractual liabilities of the RPAN;

“Switching Equipment”
The equipment, which the RNO uses to provide services, defined in the RPAN contract;

“UKERNA Network”
The SuperJANET4 telecommunications backbone or any replacement or substitute thereof;

“UKERNA Service
The facilities, equipment, systems, cabling including the telecommunications

Equipment”
apparatus provided by UKERNA or its sub-contractors )other than the RNO)

Appendix 2. Nominated Organisations

	Nominated Organisations


	University of Glasgow,

Glasgow G12 8QQ
	North Glasgow College,

110 Flemington Street,

Glasgow G21 4BX

	University of Strathclyde,

Glasgow G4 0NS
	Stow College,

43 Shamrock Street,

Glasgow, G4 9LD

	University of Paisley,

High Street ,

Paisley PA1 2BE  
	Bell College,

Almada Street, 

Hamilton, 

South Lanarkshire, 

ML3 0JB

	Glasgow Caledonian University
70 Cowcaddens Road
Glasgow, G4 0BA
	Clydebank College,

Kilbowie Road,

Clydebank G81 2AA

	Glasgow School of Art

167 Renfrew Street 

 Glasgow, G3 6RQ
	Coatbridge College,

Kildinan Street, 

Coatbridge ML5 3LS

	Royal Scottish Academy of Music and Drama, (RSAMD)

100 Renfrew Street,

Glasgow G2 3DB
	Cumbernauld College,

Tryst Road,

Town centre,

Cumbernauld

Glasgow, G67 1HU

	Reid Kerr College,

Renfrew Road,

Paisley,

PA3 4DR
	Motherwell College,

Dalzell Drive,

Motherwell ML1 2DD

	Anniesland College,

Hatfield Campus
19 Hatfield Drive
Glasgow G12 OYE
	South Lanarkshire College

Main Building

85 Hamilton Road

Cambuslang 

	Cardonald College,
690 Mosspark Drive
Glasgow G52 3AY
	Barony College,

Parkgate,

Dumfries DG1 3NE

	Central College of Commerce,

300 Cathedral Street,

Glasgow G1 2TA
	Dumfries and Galloway College,

Heathhall,

Dumfries DG1 3QZ

	Glasgow College of Building and Printing,

60 North Hanover Street,

Glasgow G1 2BP
	Ayr College
Dam Park 
Ayr KA8 0EU

	Glasgow College of Food Technology (GCFT),

230 Cathedral Street,

Glasgow G12 TG
	James Watt College

Finnart Street
Greenock PA16 8HF

	Glasgow College of Nautical Studies,

21 Thistle Street,

Glasgow G5 9XB 
	Kilmarnock College

Holehouse Road

Kilmarnock KA3 7AT

	John Wheatley College,

1346 Shettleston Road,

Glasgow, G32 9AT
	Langside College,

50 Prospecthill Road,

 Glasgow G42 9LB




Appendix 3. Incident Handling Check List

Before reporting an incident ‘nominated representatives’ are asked to gather as much information about the incident as possible. This will generally involve an investigation from a particular viewpoint e.g.,

· From a workstation/server on a site LAN with direct access to ClydeNET access router

· From a workstation/server on a site LAN behind a site firewall or other Proxy server

· Querying the UKERNA glasgow.netsight.ja.net monitor for site statistics 

The information that may be gathered will be dependant on the incident, viewpoint and the tools available to the investigator. From experience the following tools have proved useful in gathering evidence relating to a wide range of ‘incidents’;

· Ping – is a target IP address reachable? 

· Traceroute – what is the ‘routed’ path to a target IP address?

· DNS lookup – can domain names be resolved to IP addresses?

· Web browser – what web sites are contactable?

It is assumed that ‘nominated representatives’ will have access to a Web browser and that the other tools should be available on the vast majority of workstations/serves e.g., Unix, Linux and Windows systems. For Unix and Linux systems these are usually part of the applications build set; for Windows systems they may be part of the applications build set or freely available from public domain archives. ‘Sam Spade’, written by Steve Atkins, is a useful Windows tool incorporating ping, traceroute, DNS lookup and more. It is a free utility available for download from http://samspade.org/. If the site has a firewall protecting it from the ClydeNET wide area network then some of these tools may not function beyond the site firewall due to firewall policies e.g. ping and trace route may be blocked at the firewall.

A typical investigation will involve determining the view from the site with respect to the sites ClydeNET connection infrastructure.  The ClydeNET information pack includes a detailed site connection diagram  

Identifying various ping and trace points associated with local and remote router interfaces and the UKERNA supplied external ClydeNET monitor, which together may be used for fault investigation purposes.

Once the ‘nominated representative’ has gathered information on the ‘incident’ it should be reported to the ClydeNET Operations desk with the following additional information;

· Nominated Organisation

· Nominated representative

· Contact details – telephone and e-mail address

· Description of incident

· Assessment of impact on Nominated Organisations connection

Checklist tips

Some of these Tips may seem obvious to most site ‘nominated representatives’ but are noted here for completeness. Nominated representatives are encouraged to submit their own tips, which may prove beneficial for other sites and the ClydeNET Operations desk – tips may be submitted via e-mail to:

  

  cod@clyde.net.uk or

   

 ctag@clyde.net.uk
· The UKERNA external ClydeNET monitor http://glasgow.netsight.ja.net provides a variety of useful site information, including historical trend data that may be used for  ‘comparative’ evidence e.g.,

· Site latency statistics and trend

· Site availability statistics and trend

· Site performance statistics and trend

It would be worthwhile for site ‘nominated representatives’ to familiarise themselves with the ClydeNET netsight monitor and the detailed data available for their site. NB the ClydeNET netsight monitor provides an independent external view of a sites performance.

· Get to know the site topology wrt;

· LAN components – network diagram

· Firewall or other Proxy servers 

· Location of servers and connection details e.g. hub or switch port, 10 or 100Mbs, half or full duplex

· Duplex (half/full) mismatches do cause performance problems

· ClydeNET connectivity

· Try and gauge ‘normal’ performance i.e., establish benchmarks for comparison when investigating performance problems. Could use ping/traceroute, ftp, WWW page response times and/or netsight trend data as benchmarks

· DNS problems will probably be catastrophic i.e. loss of DNS service or poor DNS performance will manifest itself as loss of connectivity. To confirm DNS issues try accessing sites by IP address rather than DNS name – some useful site IP addresses are:

	www.gla.ac.uk 


	IP=130.209.34.12
	checks ClydeNET connectivity

	http://glasgow.netsight.ja.net/ 
	IP=146.97.48.50
	checks ClydeNET/SuperJANET link

	www.ukerna.ac.uk 

	IP= 194.82.140.72
	checks SuperJANET connectivity

	www.ed.ac.uk
	IP= 129.215.128.57
	checks EastMAN connectivity

	www.st-and.ac.uk 
	IP= 138.251.66.15
	checks FatMAN connectivity

	www.abdn.ac.uk 
 
	IP= 139.133.7.20
	checks AbMAN connectivity

	www.bbc.co.uk            
	IP= 212.58.224.55
	checks SuperJANET link to other UK ISP

	www.microsoft.com 
 
	IP= 207.46.249.27
	checks SuperJANET link to US

	www.sun.com  
	IP= 64.124.140.181
	checks SuperJANET link to US


Since DNS name to IP address bindings may change, these addresses should be reviewed from time to time

· Firewalls may be configured to block ping and traceroute attempts

· New services using non standard ports may be blocked at a site firewall or ClydeNET access router – check ‘port’ status with firewall administrator and/or ClydeNET Operations desk

· The ClydeNET information pack contains details of the sites ClydeNET access routers pre-configured inbound and outbound security acl’s – consult suspect ‘port’ status as required

· WWW browsers may have cached site pages making a site look contactable when its not

· WWW proxies may have cached site pages as above

· Proxies may be experiencing problems so try by-passing for test purposes if possible

· Firewalls may be experiencing problems so try bypassing for test purposes if possible

· E-mail problems may occur in a variety of ways e.g., 

· Spam – not dealt with here

· Open relays – not dealt with here

· No incoming mail in general or from specific sites

· No outgoing mail in general or to specific sites

· E-mail virus attacks – not dealt with here

Checks on mail system availability can be done by telneting to port 25 on the relevant mail systems and checking the response, i.e. making sure the mail server announces its presence etc. Simulating actual messages to the server could do further checks but this should only be done in extreme circumstances and with the co-operation of the mail server’s systems administrator.
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